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Tradeoffs Between 
Privacy and Digital 
Experiences

In today’s digital age, engaging 
experiences depend on delivering the 
right content to the right people at the right 
time – just at the point when individuals 
find particular items most relevant. There’s 
a virtuous circle from content targeting 
to delivery: the more personalized the 
information, the more engaging the 
experience, the better the outcome. Yet 
there are also tradeoffs. The costs to 
personal privacy can outweigh the benefits 
of personalized experiences.

How should organizations calculate the 
costs and benefits? Where should they 
draw the line? Certainly there are privacy 
concerns. With a new set of European 
personal data protection regulations 
coming into force shortly, privacy concerns 
are growing in importance.

Here’s the business dilemma

Personalization is useful for targeting 
experiences. Needed is intelligent content 
delivery. Organizations must ensure that 
they are managing personally identifiable 
information in ways that conform to 
European regulations. That said, how 
content is managed is equally important. 
It is essential to focus on both the privacy 
mandates and the opportunities.

Engaging digital experiences depend 
on the underlying content collections – 
having well organized and curated content 
available for personalized content delivery. 

In today’s digital age, 
engaging experiences 
depend on delivering the 
right content to the right 
people at the right time.
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A Looming Deadline
Mandated by the European Union (EU), the General Data 
Protection Regulation (GDPR) comes into force on May 25, 
2018. This regulation defines a wide-ranging set of personal 
privacy rules for doing business in today’s digital age. Even 
without the adoption of GDPR, EU residents have the right to 
know how and where their personal data is being collected and 
used. Once GDPR is fully mandated, residents will not only 
have the right to know but will also have the right to restrict how 
their own personally identifiable information is being collected 
and used. Organizations must deliver and delete any data 
a resident no longer allows the use of. Organizations must 
secure and protect this information, and will face large fines for 
violations. 

Significantly, GDPR applies to any entity around the world 
— be it a company, a non-profit, or a governmental agency — 
that collects or processes personal data about EU residents. 
And GDPR is multi-faceted. It applies both to end-user 
organizations that interact with individual people, as well as to 
the providers and processors who produce the software tools 
and computational platforms that these organizations rely on to 
collect and manage personal data.

To address privacy concerns while ensuring competitiveness, it’s essential to manage both 
content and personalization through a digital experience platform. 

May 25, 
2018

4



5

Challenges and 
Opportunities
GDPR promotes a core principle: 
EU residents have an essential right to privacy 
and should be the ultimate custodians of their 
own personally identifiable information.

People, not the organizations they encounter, should be able to 
decide when, where, and for what purposes these personal data are 
used. Spawned by the increasing digitization of everyday life, GDPR 
is going to constrain and channel what organizations can do with 
personally identifiable information. 

Of course, GDPR poses both challenges and opportunities. 
Compliance with the regulation is an opportunity for organizational 
improvement. Savvy organizations are going to leverage this 
EU mandate to systematize how, when, and why they collect 
personal data from end users. To help ensure compliance, these 
organizations are going to strengthen the business processes and 
the underlying technologies for protecting personal information. 

When it comes to supporting end-user organizations, it is important 
to focus on the tools and processes that enable compliance. From 
an e-Spirit perspective, GDPR highlights the importance of both 
managed content and intelligent personalization – twin pillars for 
building and deploying its cloud-powered digital experience platform. 
Needed are innovative capabilities that effectively balance the trade-
offs between targeted content delivery and personalization. Enabling 
products and services are going to be useful for addressing the 
privacy regulations.
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What GDPR Mandates
First, consider the overall business context and the 
scope of the EU regulation. GDPR pertains to all 
personal data—anything that can be used to directly 
or indirectly identify an individual.

Direct personal data can 
include such items as:

• Name

• Email address

• Identification number

• Medical information

• Social media posts

• Location

• IP address

• Cookies

Indirect personal data extends to include data 
produced by algorithms that identify individuals and 
their preferences, such as ad networks that target 
personalized appeals.

GDPR mandates that  
organizations shall:
• Process the personal data lawfully, fairly, and in a 

transparent manner, informing individuals about 
what they are doing with their data.

• Collect personal data for specified, explicit, and 
legitimate purposes.

• Only collect what is adequate, relevant, and 
limited to predefined tasks and activities.

• Keep the personal data accurate, up-to-date, 
and only as long as necessary to support the 
legitimate purposes.
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In addition, GDPR grants 
EU residents a broad set of 
rights, specifically the right to:
• Access their personal data

• Rectify inaccuracies

• Erase the data and be forgotten

• Restrict processing and limit the ways 
personal data is used

• Data portability and obtain a copy 
upon request

• Object to a decision made solely by 
automatic processing or profiling

Data controllers have the responsibility to 
know how data processors are managing 
personal data. Data processors, in turn, 
must be transparent in their data privacy 
practices and continuously update the end-
user organizations about the steps they are 
taking to comply with GDPR.

All in all, EU residents are in control of their own personally identifiable 
information. They must affirmatively opt-in to any interaction or 
experience that uses their personal data and always have the option to 
opt out. Moreover, end-user organizations and the technology suppliers 
they rely on must guarantee the security and appropriate handling of the 
personal data being collected and managed.

Two kinds of organizations 
are responsible for 
implementing GDPR:
• Data controllers (or end-user 

organizations) that collect data 
from EU residents

• Data processors (such as IT 
organizations and cloud-service 
providers) that process data on 
behalf of controllers

EU residents are in control 
of their own personally 
identifiable information

• Provide individuals with ways to update their data, and remove it when requested.

• Process and store the personal data in ways that ensure security, protect against 
unauthorized or unlawful processing, accidental losses, and data breaches.
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What Data Protection by 
Design Means for GDPR
GDPR defines core-operating principles, 
designed to ensure that the end-user 
organizations (or data controllers) 
implement a culture of privacy. They must 
adopt the management practices and 
processes to protect personally identifiable 
information.

But there is also a link between these 
operating principles and the underlying 
technologies. Data protection for privacy 
should be an integral part of the design 
thinking behind any software product.

Specifically, GDPR mandates that end-
user organizations be encouraged to 
“adopt internal policies and implement 
measures which meet in particular the 
principles of data protection by design 
and data protection by default.”[1] To 
demonstrate their compliance with GDPR, 
these organizations should adopt software 
products, services, and applications that 
incorporate data protection by design 
(DPbD) principles. Thus, software vendors 
supplying IT organizations as well as cloud-
service providers need to incorporate DPbD 
into their products and services.

[1] See https://www.privacy-regulation.eu/en/r78.htm 8
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GDPR seeks to maintain accountability for embedding 
privacy concerns into systems and solutions by adopting 
key DPbD principles.

• Make privacy concerns proactive, 
not reactive. It is essential to focus on 
prevention and not remediation.

• Make privacy the default setting. 
Individuals do not need to do anything 
to protect their privacy, privacy 
becomes the default setting.

• Embed privacy into the design. 
Privacy becomes an essential 
component of the core functionality 
being delivered.

• Ensure full functionality. Avoid 
false dichotomies such as privacy vs. 
security. Privacy does not gain or lose 
in response to functionality or security. 
 
 

• Ensure end-to-end security and 
full lifecycle protection. Privacy by 
design is embedded into applications 
prior to collecting personal information 
and extends throughout the entire 
lifecycle.

• Ensure visibility and transparency. 
An organization’s applications 
must conform to stated privacy and 
security practices, and are subject to 
independent verification.

• Respect user’s privacy. Embed and 
optimize personal privacy concerns in 
the design and implementation of an 
organization’s information technology, 
business processes, physical spaces, 
and network architecture.

Of course there is an inherent tension between personalized content delivery on one hand, 
and protecting personally identifiable information on the other. GDPR raises the stakes by 
emphasizing the importance of DPbD. Designing for personal privacy protection matters.

Fortunately there are solutions to this design requirement. 

Software vendors and cloud-service providers must respond by incorporating personal 
privacy protections into their products and services.
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e-Spirit’s Readiness 
for GDPR
As a company focusing on intelligent content delivery, e-Spirit is 
ready to help end-user organizations in their efforts to meet the 
GDPR mandate. 

Headquartered in Dortmund, Germany and supporting operations around the world, e-Spirit is 
acutely aware of the challenges facing companies, non-profits, and government agencies that 
serve EU residents in particular and multi-national audiences in general.

The FirstSpirit Digital Experience Platform incorporates essential capabilities for 
managing content systematically and then smartly targeting content delivery. For an end-user 
organization, this e-Spirit-produced platform becomes an integral part of its overall ecosystem 
for personal data protection and ensures readiness for GDPR compliance.
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Designed for extensibility and flexibility, the FirstSpirit Digital Experience Platform includes 
capabilities to deliver content to web browsers, mobile apps, kiosks, digital signage, and other 
innovative digital environments coming to market. Tuned for enterprise-scale deployments, the 
platform also features an extensive set of content-centric APIs to programmatically access the 
data and metadata.

When it comes to producing digital experiences, an end-user organization creates, tags, and 
organizes all of the needed content once, stores it centrally, and then has the capabilities to 
widely distribute content on demand. Personally identifiable information can be found in a 
number of locations – including: shared repositories, log files, tracking codes, web servers, etc. 
– when an organization needs to address GDPR concerns related to its managed content, it can 
query one of these locations to find the correct data. Moreover, an end-user organization can 
utilize the content-centric APIs to build tools that report on the management and protection of 
personal data stored within these locations.

Content Management

While content empowers digital experiences, 
personalization is about delivery. The FirstSpirit 
Digital Experience Platform includes the Intelligent 
Content Engine, a set of cloud-based services 
designed to personalize content delivery while 
ensuring protection for personally identifiable 
information.

The Intelligent Content Engine features dynamic 
content delivery based on what it knows about 
both individuals and groups. Powered by artificial 
intelligence, it includes advanced customer 
segmentation capabilities where it combines data 
from internal and external data silos to identify 
high value micro-segments. It then supports a 
rules-based processing engine to deliver content 
based on predefined criteria. Moreover, the 
rules processing incorporates machine-learning 
capabilities and adapts to additional criteria based 
on prior activities.

Intelligent Content 
Delivery
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As a personalization engine, the Intelligent Content Engine 
incorporates key principles of data protection by design 
(DPbD), emphasizing transparency and respect for individual user’s 
privacy. 

In particular, the Intelligent Content Engine:
• Relies on cookies to track anonymous users and can query end-users 

for their consent before enhancing their digital experiences.

• Enables end-user organizations to define the personal identifiers that 
meet their business purposes.

• Ensures that all personal data is made visible to the targeting 
application, managed systematically, and is accessible through APIs.

Organizations can thus quickly respond to individual requests to remove personal data. As a 
managed environment designed around individuals and the targeted content they receive, the 
FirstSpirit Intelligent Content Engine can directly support the ability to be forgotten.

As a result, FirstSpirit’s Intelligent Content 
Engine provides end-user organizations 
with end-to-end security and full lifecycle 
protection of personal data. Once 
individuals identify themselves (either 
anonymously through cookies or through 
explicit registration), their personal data is 
tracked and their identities are managed 
systematically. With API access to all 
the personal data it stores, the Intelligent 
Content Engine embeds good privacy 
protection practices to ensure visibility and 
transparency.

Furthermore, as an integral part of the 
FirstSpirit Digital Experience Platform, the 
Intelligent Content Engine helps end-user 
organizations meet their GDPR readiness 
concerns. For instance, organizations 
can easily locate all of the personal data 
they are collecting and maintaining about 
individual people. The personalization 
engine includes the concept of personal 
data and knows all of their storage 
locations.
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Making GDPR 
Compliance a Business 
Management Objective
It is time for organizations to recognize both the challenge and 
the opportunity posed by the EU mandate coming into force in 
May 2018. 

Privacy is certainly a major concern in today’s digital age, and must be a key aspect of 
any omnichannel effort to deliver engaging and useful digital experiences. It is important 
to recognize GDPR compliance as an aspect of good information governance – one that 
requires IT groups to work closely with lines-of-business to identify risks and structure 
solutions.

Certainly GDPR readiness becomes a high-priority business concern. After all, there 
is a looming deadline together with immediate enforcement provisions. That said, it is 
important to rise to the underlying technical challenge.

Enabling technologies that support personal data protection by design are going to raise 
the bar for ensuring compliance. In addition, end-user organizations are going to need 
to change internal policies and standard operating procedures, to develop and support 
a culture of personal privacy awareness. With the right platform in place, end-user 
organizations will have the tools they need to manage personal privacy concerns arising 
from the ever-increasing digitization of everything.



About e-Spirit

For more information, please 
visit www.e-Spirit.com

e-Spirit’s FirstSpirit Digital Experience Platform, offered through a SaaS or on-
premise model, helps businesses engage customers and increase revenue with 
personalized, content-rich digital experiences anytime, anywhere. Savvy digital 
marketers across all industry sectors rely on the FirstSpirit platform for individualized 
and synchronized content delivery across all channels to differentiate their companies 
and compel their users to action. 

e-Spirit, founded in 1999, is part of the adesso Group and has offices in 16 locations in 
the US, Germany, Great Britain, the Netherlands, Switzerland, Austria and Asia Pacific 
including Japan. Customers include international brands and corporations such as 
L’Oréal, Lancôme, Commerzbank, BASF, Bosch, Belk, Carter’s, Nintendo, Urban Decay, 
Santander Bank, Sterling Jewelers and many others.
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